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GDPR The story so far 

• After over four years of negotiations, the new EU data protection framework has been agreed and 

EU GDPR came into force across all member states from 25 May 2018.  

• As GDPR came into force before the UK officially leaves the EU, compliance will still be required 

after the UK leaves the EU.  

• GDPR has introduced significant changes and additional requirements that will impact businesses. 

Being able to demonstrate ongoing compliance with GDPR is key for businesses.  

• As we near the first anniversary of GDPR there’s still a lot to do to demonstrate ongoing 

compliance with the regulation. 

Background 

Key principles 1. Fair and lawful processing:  

• Transparency language; and  

• Justifying ground.  

2. Specified and lawful purpose.  

3. Adequate, relevant and not excessive.  

4. Accurate and up to date.  

5. Not held for longer than is necessary.  

6. Processed in accordance with the data subjects rights – 

SARs.  

7. Held securely – including third party processors.  

8. Not transferred out of the EU without permission (e.g. group members/hosted IT systems). 

Why is it important? 

• Most organisations these days hold a range of personal data – this could include everything 

from a name, address and date of birth to other more sensitive financial information such as 

salary. Person identifiable data held by organisations which is shared with other third parties 

will be subject to the new regulations. 

• GDPR tightens the requirements which impact how organisations obtain consent for the 

data they hold and process. 

• Changes to circumstances on which data may be disclosed to external parties and changes 

may be needed to existing and new contracts. 

• Privacy by design and Privacy Impact Assessments need to be embedded into normal 

working practices. 

• GDPR includes significant financial penalties for companies who fail to comply. 
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What if you don’t comply? 

Changes to global data privacy legislation 

• Since GDPR was passed, at least ten other countries including Argentina, Australia and Brazil 

have moved to implement similar rules.  

• For advanced economies, updating their domestic legislation will be relatively 

straightforward. In some cases, these countries are copying the EU’s GDPR almost word for 

word.  

• Developing economies such as Uruguay and India have managed to devise comprehensive 

regulatory frameworks on par with the EU’s rules.  

• In June 2018, the state of California enacted the Consumer Privacy Act (CPA) due to come 

into force in 2020. 
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Cyber-attacks on the increase 

• As cyber-attacks continue we see increasing numbers of data breaches involving both 

commercially sensitive and personal data.  

• Data breaches in 2018 compromised the personal information of millions of people around 

the world.  

• Some of the biggest victims in 2018 included T-Mobile, Quora, Google, and Orbitz. Facebook 

dealt with a slew of major breaches and incidents that affected more than 100m users of the 

popular social network. 

 

Demonstrating on-going compliance 

• maintain up to date and accurate data registers, with documented ownership;  

• clearly identify and record how long personal data records can be retained for (either via 

consent or under a legal basis);  

• safeguard ‘sensitive’ (i.e. special categories) personal data;  

• maintain up-to-date consent;  

• provide training to all staff members who have access to personal data;  

• safeguard access to personal data via effective IT system controls and processes;  

• delete/destroy personal data records once they are no longer required;  

• embed privacy by design;  

• formally document a process for Privacy Impact Assessments (PIAs);  

• identify all third parties with whom personal data is shared, record the purpose for sharing 

the data, and where no legal basis exists, clarify data sharing/security agreements;  

• know how to deal with a data breach, including who to inform and when;  

• undertake annual scenario testing of incident management (inc data breach); and  

• undertake periodic data audits 


