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Introduction  
 

About The Evolve Trust  
The Evolve Trust is a mixed phased academy trust that include secondary, primary and special 

schools and we are all united in our visions to open minds, creating opportunities for all to believe 

in themselves, achieve their potential and develop the skills needed to succeed and enjoy life. 

Our core values of ambition, integrity, inclusivity, endeavour and resilience are firmly embedded 

right across all our academies, embraced by leaders, teachers, staff, parents and students.  

 

General Data Protection Regulation  
This policy has been reviewed in accordance with the General Data Protection Regulation (GDPR) 

which will replace the Data Protection Act 1998 from 25th May 2018. The introduction of GDPR 

has resulted in changes to many existing data protection rules and regulations that educational 

establishments adhere to. The Evolve Trust has undertaken a full data protection audit and have 

ensured that appropriate changes that have been made to data protection rules and regulations 

have been adhered to in full. The Evolve Trust has carried out all additional compliance 

requirements and fully accepts their duty of care to ensure individuals’ data is kept safe and 

secure, resulting in increased compliance in our systems, processes and policies 

 

Scope of the Policy 
This policy applies to all members of the trust community (including staff, students, volunteers, parents / 

carers, work placement students, visitors, community users) who have access to and are users of trust 

ICT systems, both in and out of the Trusts academies. 

 

The Purpose of the policy 
The requirement to ensure that children and young people are able to use the internet and related 

communications technologies appropriately and safely is addressed as part of the wider duty of care to 

which all who work in trusts are bound. A trust e-safeguarding policy should help to ensure safe and 

appropriate use by all users. The use of these exciting and innovative tools in trust and at home has been 

shown to raise educational standards and promote student achievement. However, the use of these 

new technologies can put users at risk. The breadth of issues within e-safeguarding is considerable, but 

they can be categorised into three areas of risk:-  

 Content: being exposed to illegal, inappropriate or harmful material  
 Contact: being subjected to harmful online interaction with other users  
 Conduct: personal online behaviour that increases the likelihood of, or causes, harm. 

 

Many of these risks reflect situations in the off-line world so it is essential that this E-Safety policy is used 

in conjunction with other policies (e.g. safeguarding and child protection policies / anti-bullying / 

behaviour etc.)  



 

Roles & Responsibilities  
 

Responsibility for Cyber Security  
 All users of the trusts systems have a responsibility to be aware of cyber threats and should have 

knowledge of techniques used by hackers and scammers such as for example phishing emails.  
 Report stolen or damaged equipment as soon as possible to [HR/ IT Department]. 
 Change all account passwords at once when a device is stolen or if suspicious activity is noticed. 
 Report a perceived threat or possible security weakness in company systems. 
 Report immediately if you have accidentally clicked on a link in an email and you think this may 

be any form of attack. 
 Staff using any USB storage device must have that device protected by bitlocker unless the 

device is a camera card which may be used as read only. 
 

Email safety 
 Avoid opening attachments and clicking on links when the content is not adequately explained 

(e.g. “watch this video, it’s amazing.”)  
 Be suspicious of clickbait titles (e.g. offering prizes, advice.)  
 Check email and names of people they received a message from to ensure they are legitimate.  
 Look for inconsistencies or give-aways (e.g. grammar mistakes, capital letters, excessive number 

of exclamation marks.)  
 

Manage passwords properly 
 Password leaks are dangerous since they can compromise our entire infrastructure. Not only 

should passwords be secure so they won’t be easily hacked, but they should also remain secret. 
For this reason, we advise our everyone to: 

 Choose passwords with at least seven characters (including capital and lower-case letters, 
numbers or symbols) avoid information that can be easily guessed (e.g. birthdays.) 

 Remember passwords instead of writing them down. If employees need to write their passwords, 
they are obliged to keep the paper or digital document confidential and destroy it when their 
work is done. 

 

Responsibility of the students 
 To read, understand and adhere to the Trusts pupil Acceptable Use Policy. 
 To help and support the trust in the creation of E-Safety policies and practices and to adhere to 

any policies and practices the trust creates. 
 To know and understand trust policies on the use of mobile phones, digital cameras and handheld 

devices. 
 To know and understand trust policies on the use of mobile phones.  
 To know and understand trust policies regarding cyberbullying.  
 To take responsibility for learning about the benefits and risks of using the internet and other 

technologies safely both in trust academies and at home. 
 To be fully aware of research skills and of legal issues relating to electronic content such as 

copyright laws. 
 To take responsibility for each other’s safe and responsible use of technology in trust academies 

and at home, including judging the risks posed by the personal technology owned and used 
outside trust. 



 

 To ensure they respect the feelings, rights, values and intellectual property of others in their use of 
technology in the trust academies and at home. 

 To understand what action they should take if they feel worried, uncomfortable, vulnerable or at 
risk while using technology, or if they know of someone who this is happening to. 

 To understand the importance of reporting abuse, misuse or access to inappropriate materials 
and to be fully aware of the incident-reporting mechanisms that exists within trust. 

 To discuss E-Safety issues with family and friends in an open and honest way. 
 

Responsibility of the Trust 
The Trust will take measures to ensure that students are safe online and that they aren’t exposed to 
inappropriate sites or materials when using the trust internet connection. 

 

 Parental consent is required to grant access to the internet. It should be noted that refusal to sign 
the consent could hinder the education of the student when access to the internet is required. The 
Evolve Trust believes in educating students to use the internet correctly rather than preventing its 
use. 

 The Trust internet connection will include filtering appropriate for students across all phases of 
education. Filtering removes access to materials that are not suitable for students including (but 
not limited to) pornography, violent images, hate speech, copyright infringement and social media 
sites. The trust will take all reasonable precautions to ensure that users access only appropriate 
material. However, due to the global and connected nature of Internet content, it is not possible 
to guarantee that access to unsuitable material will never occur via a trust computer. The trust 
cannot accept liability for the material accessed, or any consequences resulting from internet use. 
Methods to identify, assess and minimise risks will be reviewed regularly. 

 Each academy within the trust will provide age-appropriate e-safety lessons. These will vary from 
academy to academy within the trust depending on the needs of the students, but will involve all 
aspects of e-safety such as being safe online, safe internet searching, safe use of social media, 
cyberbullying and sexting. 

 Each academy within the trust will seek written consent to use the image of the child for publicity 
purposes prior to any use. This could include a press release to local press (printed and online), use 
on the academies website or use on official academies Facebook pages or Twitter streams. 
Parents/guardians and children over the age of 13 can withdraw this consent at any time by making 
a request in writing (although it won’t be possible to act on this withdrawal retrospectively) 

 All staff members with internet access will sign the staff acceptable use policy (AUP) as all 
curriculum teachers have a responsibility for e-safety (for example reinforcing safer searching 
when doing an internet search). 

 The Acceptable use Policy covers 
o Safe and responsible use of the internet including email systems 

o Password security and data protection to keep our learners safe. This includes 

logging out of unattended computers and physical security of ICT equipment. Please 

see our staff General Data Protection Regulation Policy (GDPR) which can be found 

on the Evolve Trust website – www.evolvetrust.org 

 
Responsibilities of Technical Staff  

 To read, understand, contribute to and help promote the trust’s E-Safety policies and guidance. 
 To read, understand and adhere to the trust staff Acceptable Use Policy. 
 To develop and maintain an awareness of current E-Safety issues, legislation and guidance 

relevant to their work. 
 To maintain a professional level of conduct in your personal use of technology at all times. 

http://www.evolvetrust.org/


 

 To support the trust in providing a safe technical infrastructure to support learning and teaching. 
 To ensure that access to the trust network is only through an authorised, restricted mechanism. 
 To ensure that provision exists for misuse detection and malicious attack. 
 To take responsibility for the security of the trust ICT system. 
 To liaise with the local authority and other appropriate people and organisations on technical 

issues. 
 To restrict all administrator level accounts appropriately. 
 To ensure that access controls exist to protect personal and sensitive information held on trust-

owned devices. 
 To ensure that appropriate physical access controls exist to control access to information 

systems and equipment situated within trust. 
 To ensure that appropriate backup procedures exist so that critical information and systems can 

be recovered in the event of a disaster. 

 To ensure that controls and procedures exist so that access to trust-owned software assets is 
restricted. 

 Protecting the professional identity of all staff, work placement students and volunteers 
 

Responsibilities of Parents / Carers 
 To help and support the trust in promoting E-Safety. 
 To read, understand and promote the trust Student Acceptable Use Policy with their children. 
 To take responsibility for learning about the benefits and risks of using the internet and other 

technologies that their children use in trust and at home 
 To take responsibility for their own awareness and learning in relation to the opportunities and 

risks posed by new and emerging technologies. 
 To discuss E-Safety concerns with their children, show an interest in how they are using 

technology and encourage them to behave safely and responsibly when using technology 
 To model safe and responsible behaviours in their own use of technology 
 To consult with the trust if they have any concerns about their children’s use of technology 

 

Incidents of cyberbullying 
Bullying involving new technologies or the internet is commonly referred to as cyberbullying. 
Cyberbullying will be handled in the same way as other incidents of bullying in accordance with the 
academy antibullying policies.  
 

  



 

Managing emerging technologies including mobile phones, smart 
watches, tablet computers etc. 

 Emerging technologies will be examined for educational benefit and a risk assessment will be 
carried out before use in trust is allowed. 

 Mobile phones will not be used during lessons or formal trust time. The sending of abusive or 
inappropriate messages is forbidden. 

 Students must not take photographs of other students without getting their permission or the 
permission of their parent/guardian (dependent on phase and setting of each trust). 

 Students must not take photos of staff and visitors without permission 
 Staff may have access to a trust phone where contact with pupils is required but will not take 

photographs of students using any personal devices. 
 Complaints of sexting involving self-generated images will be handled in accordance with 

guidance published by CEOP “‘Sexting’ in Schools: advice and support around self- generated 
images What to do and how to handle it”. This includes procedures for managing disclosure, 
searching a device, making a response and making a referral to an external agency if necessary. 

 

Handling e-safety complaints 
 Complaints of Internet misuse will be dealt with by a senior member of staff. 
 Any complaint about staff misuse must be referred to the head teacher. 
 Complaints of a child protection nature must be dealt with in accordance with trust child 

protection procedures. 
 Pupils and parents will be informed of the complaint’s procedure. 
 Sanctions within the trust discipline policy include: – interview/counselling by class teacher / 

headteacher; – informing parents or carers; – removal of Internet or computer access for a 
period. 

  



 
 

Equality Act 2010 (Amendment Order 2012) 
Self-assessment & Action Planning 
  

Name of Policy: E-Safety Policy   
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